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$-2]& NSL-KDD, UNSW-NBI5 Elo]EjAlS g3}, F dlojE e &
ALRE gs 34 sl xstE] 91, A Tt Hl&stan
AR TEE IAHE EAA T, 74 Bduit 5ol d2A 4
Aok ® g o dolE et 2 St vlo|EAl, HAE HoJgAle] b
FHolA ATE7] i F v AHHQ 40| 7hssithe Holtt. o]«
EA4S 7HA 1 o] EdstA AdTE0] o]FoiA Qlth [1] 22 AS-ol=
Decision Tree &S o]&3 FAE BdS THE0] £ JFEE Holx
9lth. Decision Tree 249 o]¢jo| & Yy 2dg 233 47119 o4k

o RAES AYe FHE RN E &% Ued AFEE HoFL
1tH2]. Chuanlong Yine] @FolAE LSTME] dols sehnlg Fo]
w29 A g A5E HYFa Juiil]l UNSW-NB15 dlo]
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J82 A3 A2 E 88% 2 A AA VYT mdE & A
g g ®Bloh(6,7). = gt do[e Al BFH & A3 ¢
3 dlole|Alel WY LHAEH S 8% ¥ ConvlDEES
SAT Aol v AFEE HoFI QrH(3].
13 A7 Ag=

Method Dataset Result

Declsion Tree  Bagging | o/ ypp Accurancy = 85.81%
Ensemble(1)

Ansemble model(2) NSL-KDD Accurancy =85.2%
LSTMI(6) NSL-KDD Accurancy = 83.28%
Autoencoder & SVM (7] | UNSW-NB15 | Accurancy = 89.134%
Decision Tree(J48) (8) UNSW-NB15 | Accurancy = 88.3%
Conv1D(5) UNSW-NB15 | Accurancy = 89.4%

21 71A8+ 2

K-Nearest Neighbors(KNN)-& 813 Fo 3 dlo|e] 52 ki<
o FeE FE A3, o] FollM A o] 27| AzE ZHA dy
sk Zlolth, ALE <5 wHe sEH HAE SRt me|Aw, &
A 5 TEe A%l afo] o) F Felvlee KFoEA o
25 5 AAE & 3l

Logistic Regression(LR)< 413 39 =d} o] ¢j=d o[
EX49] 715 & AR SRR A1y 399} th2A] ] dlolE] o
tigh gho] obd, Aol Fhel B4 Aol £ FE& AXlsh=d] AHE
o} 22z o2 29 AEE 2dsked 94 CE ARSte], Cgtol
252 2dY A Y $ gk

Support Vector Machine(SVM)+ 3 dlo[elE-& T4 A7] ¢
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9 A A% Wike HE Bdelrt, GBM Xk o £ SloA
NAE A, 3] S oh e Zdel| vlalja] = Holr}h, FAF
TAE A 43 o= 71 715Ee] WAE ] ekt slolH et
UelE A48 4 glck. B2 slold detvle wiie] ke 714 W R}
Bayesian optimization®] sto]3 SHEE F=d 58 45& 2
tH12].
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42 £27} XGBHEr} w2 Yubd o2 AMAA T Jut RS2
T3 Eg| E&o]x|qt LGBM 2|Z $4] =g Fadua]o|o] Er| mof
o] HihAl EAL 7HAIch E2lE AT o Ao &4 7 2=
FES AGHoE $8 suA F2 ErE tee TEold A2
ofe] ARE- A] A3} Ao 4lrh= o] Qich.

Deep Neural Network(DNN)2 Q1324 RdoA 2428 S8A
AHgstE REEA, 2YFo] 270 o3l S RHEoltt HEld Fol 7]
Z REZHN o] &3 o8 RdEo] FAYHIL

Long Short-Term Memory models(LSTM)& 484174 % Zd2x
Recurrent Neural Networks(RNN)ol 49| 7] W®e] EAE d|43]
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Eo] Btk
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g AUz wes A9 5
S HE 2 Aotk A EAH

wE MR B4 458 44 F, 2
g = A02 BHE Fo F&
E

2 Hyperopt”} QITH11].

. 243
22E wAEgd 2o X KNN, SVM, Logistic regression®} ¢JAH2
AU A Dol M+ DecisionTree, RandomForest, LGBM, XGB 2d =1
231 g9 Ag9 Zd2E DNN, LSTM, GNUE AHstiTh A&
o8l KDD-NSL, UNSW-NBI5SS AH&-Rlon] AAg 4o 22
FHE normal, unomal 2 o]A EF391, 2EF 7]kl XSS 2hd
HEAE AR5
X 2. default 74

Model Configuration
KNN default
SVM default
LR default
Model Configuration
DT default
RF default
XGB default
LGBM default
Model Configuration compile
Dense(f*4)-Dropout (0.2)-
DNN Dense(f*2)-Dropout(0.2)- optimizer=adam
Dense(f)-Dropout(0.2)- epoch=10
Dense(1)
LSTM(f)- optimizer=adam
LSTM Dense(1) epoch=10
GRU(f)- optimizer=adam
GRU Dense(1) epoch=10
£ 3. 3leold depvlg AY 24
Model Configuration
KNN n_neighbors=(1-20), weights=(uniform, distance)
SVM C=(0.001-100), max_iter=(50-500)
IR C=(0.001-100), max_iter=(50-500),
solver =(newton-cg, lbfgs, liblinear, sag, saga)
Model Configuration
DT max_depth=(3-18), min_samples_leaf=(1-10)
min_samples_split=(2-10), criterion=(gini, entropy)
max_depth=(3-18), min_samples_leaf=(1-10)
RF min_samples_split=(2-10), criterion=(gini, entropy)
n_estimators=(50-200)
eta=(0.01-0.5), min_child_weight=(1-10),
XGB max_depth=(3-18), subsample=(0.1-1),
gamma=(0.1-10)
LGBM learning_rate=(0.01-0.5), min_child_weight=(1-10),
max_depth=(3-18), colsample_bytree=(0.1-1)
Model Configuration compile
Dense(10-320)-Dropout(0.1-0.3)- optimizer=
DNN Dense(10-320)-Dropout(0.1-0.3)- (adam. nadam)
Dense(10-320)-Dropout(0.1-0.3)- )
epoch=(10-30)
Dense(1)
optimizer=
LSTM ;i::ig? 320 (adam, nadam)
epoch=(10-30)
optimizer=
GRU glzri(el((i )320) (adam, nadam)
epoch=(10-30)
g 229 default#t¥} Bayesian optimizationE AHE-3F 2de] A5
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& 293 JAAAYE BN E 4 so|d FHeluHE HE
 default 293} Hyperopt £& 2838 3lo|y delng 3 2dS
ZH|319th 9ElYd default 22& ¥ 233 DNNL 3719 24Y=d) 7}
A9 o] 4ul, 2u), 10j57] =9 FH3 WAE 93 DropoutH| &
< 022 AAsigl e, LSTM, GRUME & 79 Fo8 k& A5E 3
A9 ez AR} compile F-Eol= epocht 10, optimziere
adam .2 443199t} 924 optimization= 99| 7ol & 37 2]
7t == 7§49} Dropout ¢ W4l epoch #F optimizers adam,
nadam %9 A &3}E 3-4-& Hyperopt S 3-&3te] & djo|y v}e}
WHE A4

0]% KNN, LR XGB, LGBM #<& RHloAE b BA71E ALE3}A]
ALY, YA gho] ok RAEL 13] YA RASL 7} 03] A
g APste] AR, H&, FE S T

3% 4. KDD-NSL Accurancy

ol ok

N

Model default optimization
max [ min [ mean max [ min mean

KNN 0.7720 0.7681

SVM | 0.7690 [ 0.6425 [ 0.7124 | 0.7760 | 0.6372 | 0.7297

LR 0.7021 0.7025

DT 0.7902 | 0.7667 | 0.7785 | 0.7918 | 0.7699 [ 0.7773

RP 0.7898 | 0.7657 | 0.7721 | 0.7827 | 0.7607 | 0.7731
LGBM 0.7935 0.7931

XGB 0.7940 0.7933

DNN | 0.8071 | 0.7332 | 0.7591 | 0.7716 | 0.7350 | 0.7493
LSTM | 0.8111 | 0.6964 | 0.7680 | 0.8006 | 0.7567 | 0.7808
GRU | 0.8007 | 0.7520 | 0.7745 | 0.8389 | 0.7776 | 0.8037
X 5. UNSW-NBI5 Accurancy

Model default optimization

max [ min mean max [ min mean

KNN 0.8099 0.7819

SVM 0.8049 | 0.5577 | 0.6654 | 0.8398 | 0.4682 | 0.6995
LR 0.743466 0.7434

DT 0.8968 | 0.8941 [ 0.8954 | 0.9029 | 0.9014 | 0.9020
RP 0.9030 | 0.9012 | 0.9018 | 0.9037 | 0.9016 | 0.9025
LGBM 0.9091 0.9172

XGB 0.9137 0.9089

DNN 0.7998 | 0.7316 | 0.7741 0.8101 0.7268 | 0.7921
LSTM | 0.9050 | 0.8648 | 0.8775 | 0.9015 | 0.8791 | 0.8897
GRU 0.8914 | 0.8730 | 0.8833 | 0.8983 | 0.8337 | 0.88255

AY 492 BAH L2 default FE|Z EPRART} optimizationE 47
g gro] dAFoE Eodth 53] HEdoAe diie RdEe]
default &2 Ht} optimization 2do] 1-222 £& A%< H9F . bt
@ Aol & Zo7t Yl REERE EAYG. dAEAUT AdY nd
S0l thekst stoly slahu|g)7} EA)8}7]9) o] A48 otimization A
TolA gy B 548 H9E AL 7o, A%
2 9gs 74 gk
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o 45 e A E HAFIT. B ATINE e ATFRT 9
e A7 3} 2ASA, oleld 1849 mdo] sholn| ekl
HH3E Heal] AL ol A% Told & gleA Lopusid
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