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ABSTRACT

As the number of Internet users exploded, attacks on the web increased. In addition, the attack patterns have been
diversified to bypass existing defense techniques. Traditional web firewalls are difficult to detect attacks of unknown
patterns.Therefore, the method of detecting abnormal behavior by artificial intelligence has been studied as an alternative.
Specifically, attempts have been made to apply natural language processing techniques because the type of script or query
being exploited consists of text. However, because there are many unknown words in scripts and queries, natural language
processing requires a different approach. In this paper, we propose a new classification model which uses byte pair encoding
(BPE) technology to learn the embedding vector, that is often used for web attack payloads, and uses an attention
mechanism-based Bi-GRU neural network to extract a set of tokens that learn their order and importance. For major web
attacks such as SQL injection, cross-site scripting, and command injection attacks, the accuracy of the proposed classification
method is about 0.9990 and its accuracy outperforms the model suggested in the previous study.
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<script>alert('xss) </script> | ] Input payload
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Fig. 1. Proposed web attack payload Classification model overview
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Table 2. payload sample count

Class Train Test Total
Benign 5692 1423 7,115
SQLi 6332 1583 7,915
XSS 4044 1011 5,055
?moglcﬁiid 4608 1152 5,760
TOTAL 20,676 5,169 25,845
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Table 3. The parameter settings of our model.

Parameter Setting
bpe vocab size 32000
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Table 4. Performance comparison with other models

Model Accuracy | (S | (macro ava) | (macro avd)
modsecurity (15) 0.9440 0.9522 0.9440 0.9441
word-word2vec-bilstm (8) 0.9861 0.9888 0.9865 0.9876
word-word2vec-bilstm+attention (9) 0.9918 0.9917 0.9918 0.9917
bpe-fasttext-bigru+attention (proposed) 0.9990 0.9993 0.9987 0.9990
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