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ABSTRACT

Recently, the number of IoT devices has been increasing rapidly. Also, devices such as CCTV, heaters, cars
and refrigerators are also included in the IoT. In September 2016, the Mirai botnet infected with hundreds of
thousands of IoT devices and launched a huge scale DDoS attack. This shows that preventing heavy attack traffic
on IoT devices with limited resources is very important. In addition, traffic in an IoT environment may adversely
affect the communication between IoT devices and interfere with normal operations of the IoT system. A recent
study found that the impact of DoS attacks on the communication of the IoT devices is severe to the wireless
IoT devices. In this paper, we measure and analyze the effect of DoS atack on SDN based IoT gateway with
various scenarios to access the impact of DoS attacks in wired and wireless IoT Communication environment in
detail. In addition, in order to maintain the QoS of the IoT network traffic during a DoS attack, Queue
management technique is applied to SDN based IoT gateway and the viability of improving the performance of

IoT communication under DoS attack by using adaptive Queue management.
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Attack : Attack between wired interface and wireless interfaces (Section 4.2)
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network interface.
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